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Introduction
It's that time of the year already. A time for giving and sharing challenges and 
responses. A time for catching up with old friends around the glow of a warm 
tty. A time for (get to the point Steve! -A)... erm... ok. It's a time to get a little 
crazy and break stu�... It's 44CON TIEM!!!!1!11!1!!!one!!ones!!11

Welcome back to another year of 44CON. This year we've gone all out on talks 
and have some amazing ones from speakers around the world. We have the 
drinks primed for Gin O'Clock, the bus bar is ready and we have a cracking 
evening session ahead.

Our CTF this year is run by Immersive Labs, who are o�ering good money for 
challenges. Go and talk to them if you'd like to make some extra cash 
developing challenges for their platform, but don't forget to have a go at the 
CTF too!

If this is your first 44CON, you should know we might not be like other events 
you've attended. Everyone is approachable from our sponsors to speakers to 
the crew. If you have any questions, problems or suggestions, please do talk to 
our crew or ask at the front desk. We want to make sure you have the best time 
possible.

44CON couldn't happen without our sponsors, please make sure you say hello. 
Our sponsors aren't there to give you a hard sell, they're there to help you have 
a good time so do make sure to visit them and see what they have to o�er.

Speaking of our crew, they've all worked really hard to make this happen and 
are here to help, but volunteer on their own time to help make 44CON a reality. 
We have only one rule at 44CON, which is Wheaton's Law - otherwise known 
as “Don't be a dick”. Please ensure you abide by it so we can all have a great 
time.

Get your friends, grab some refreshments, enjoy the talks and join in with the 
workshops.
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Get paid to become an 
“Immersive Originals” Contributor 

Immersive Labs provides a gamified SaaS platform that 
creates dynamic cyber labs on demand. We enable individuals 
with different technical levels to develop practical hands-on 

cyber skills, which are validated and reported to the business, 
to identify hidden cyber talent and skill gaps within the 

organisation.

We rely on expert researchers to create cyber labs across a 
range of disciplines, including: reverse engineering, malware 

analysis, forensics, investigations, ethical hacking, 
secure coding, mobile, IoT and Cloud.

If you’re interested in becoming a contributor or would like to 
see our platform in action get in touch with us by emailing 

admin@immersivelabs.co.uk

We pay up to £1,000 for featured labs!
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Keynote
Don A. Bailey:
The Internet of Us

The Internet of Things has devolved into a four letter word on the tongues of information security researchers. 
As a result, we’ve endured the nonsensical rants of would-be hacker-pundits exclaiming every new technology 
must be junk that certainly can be hacked. Even if they’re right, they’re missing the point: the world is changing 
out from under them. 

IoT isn’t simply a trend that splices any given thing with a communications chip and rudimentary application. 
IoT is the next wave of computing. The boundaries between endpoints and cloud services is blurring into new 
abstractions with trendy names like ‘the fog’. As the blurring of resources continues, IoT won’t simply be things 
connecting to services, it will represent services extended inward toward our fingertips.
 
This shift in computing has already started to upend the way we think about the e�ects of information security 
gaps. For example, most implementers and even auditors of IoT technology don’t understand that the greater 
risk to an insecure deployment isn’t to the consumer, it’s actually to the business. Many standard IoT models 
actually put the business at risk of bankruptcy due to the way services are exposed to endpoints, and how 
these services can be abused to create massive surges in fees. 

Yet, instead of identifying these shifts in architectural models, infosec pundits would rather shake their fist at 
the sky. We, as an industry, must do better not only for ourselves, but for the global community. Our job is to 
lift up the community and support it in its e�orts to evolve our world. Otherwise, we will succeed in securing 
relics, leaving brave new worlds without an atmosphere. 

Without pointing fingers, this keynote presentation calls out the negative behaviours in IoT security punditry by 
demonstrating not only how new security models have slipped through the infosec community’s fingers, but 
how these gaps can be combatted and resolved with cost-e�ective strategies. 

At the end of this keynote, the audience should feel a new commitment toward infosec principles, and to new 
technological models. I hope to empower everyone to realize that The Internet of Things isn’t about stu�, it’s 
about Us. The Internet of Us. 

Don A. Bailey has consistently engaged in ground breaking research over the past decade. He helped prove 
SS7 to be a global threat to telephony security before anyone knew what SS7 was, and helped mitigate these 
threats in the USA. Don started the IoT hacking trend by performing the 
first remote hack of a car at Black Hat Las Vegas in 2011. Mr. Bailey 
uncovered a critical flaw in a compression algorithm so widely 
implemented that a�ected the entire Yahoo infrastructure, iOS, the Linux 
kernel, and even the Mars Rover. He is the first and possibly only 
researcher to have found critical bugs a�ecting the Erlang virtual machine 
core. He was the first security researcher to perform a security analysis of 
the RISC-V ISA. 

Mr. Bailey sits on the advisory board of several startups and conferences, 
assisting with technical guidance and strategy. He was the CTO of 
Revolar, a startup that helps vulnerable individuals improve their safety in 
uncertain physical environments. While launching his own IoT startup, 
Don consults regularly with startups of all sizes to secure their technology 
stack, network architecture, and embedded technologies. 

Don has given 9 talks at Black Hat Briefings, 5 talks at Hack In The Box, 
and 4 talks at the infamous 44Con conference, among others. His 
exploits have been featured on NPR, in Reuters, FOX, BBC, Al Jazeera, 
and many more stations worldwide.
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44CON reserves the right to use any 
photograph/video taken at 44CON 2017, without the 

expressed written permission of those included 
within the photograph/video.

44CON may use the photograph/video in 
publications or other media material produced such 

as our brochures and websites, etc. A person 
attending 44CON who does not wish to have their 
image recorded for distribution should make their 

wishes known to the photographer, and/or the 
event organisers. By participating in 44CON or by 
failing to notify us of your desire to not have your 
photograph used by 44CON you are agreeing to 
release, defend, hold harmless and indemnify 

44CON from any and all claims involving the use of 
your picture or likeness. Any person or organisation 
not affiliated with 44CON may not use, copy, alter or 

modify photographs, graphics, videography or 
other, similar reproductions or recordings without 

the advance written permission from 44CON.

For “secure” (stop sniggering, you know what we mean) wi-fi please connect to

44CON-Secure
with the WPA2 key

FoxAcidFerretCannon!
In line with UK legislation please be aware that all communication on this network is subject to 

monitoring by the 44CON ops team so please behave
(Skapp is not known for his restrained, proportional response).

Other network monitoring services are available,
please contact your local national security authority for further details

PHOTO
DISCLAIMER
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Talks
Nicky Bloor:
BaRMIe - Poking Java's Back Door

Java’s Remote Method Invocation (RMI) enables developers to seamlessly interact with 
objects that reside within another Java Virtual Machine (JVM), potentially on a remote 
server. As is often the case, the trade-o� for seamless remote method invocation is 
security. While many consider RMI to be outdated and uninteresting, many in-service 
implementations remain trivial to exploit, and there are many questions to consider. 
How common is RMI? How many RMI services are making the same mistakes when it 
comes to security? What else could I do with arbitrary RMI services? Can RMI services 
be secured, and if so, how?

I set about finding answers to those questions. Along the way I wrote a tool to help with 
enumeration of RMI services, called BaRMIe, which eventually became an exploitation 
tool following the discovery of vulnerabilities within Java itself.

During this talk I’ll look at the work I did and present the results of my research including 
answers to my original questions and the exploitation tool I wrote, BaRMIe.

Always intrigued by how things work, Nicky 
wrote his first “Hello World” on a Commodore 
64 in the early 90s. The video gaming hobby 
inherited from his father quickly turned into 
game hacking and amateur game development 
throughout his teenage years before later 
breaking into a career in infosec.

Now a managing security consultant at NCC 
Group, Nicky jumps at the opportunity to take 
on interesting and mentally challenging projects 
involving reverse engineering, fuzzing, and code 
review whenever time allows around 
conducting security assessments for clients, 
hiking up mountains, and hanging from the 
occasional cli�.

Follow Nicky on Twitter at @nickstadb
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Alex Plaskett & James Loureiro:
Biting the Apple that feeds you - macOS Kernel Fuzzing

This talk details the use of MWR’s platform agnostic kernel fuzzing techniques to 
automatically identify critical flaws within Apple MacOS.

This talk will focus on how the researchers approached developing fuzzing automation 
to test the core subsystems of the XNU kernel and the insights gained, and also 
highlight architectural di�erences between other supported platforms which had to be 
addressed during this work.

The old adage of 'di�erent fuzzers find di�erent bugs' will also be explored, as we 
looked into the e�ectiveness of using targeted fuzzing for specific components 
considered most likely to yield vulnerabilities.  

An in-memory fuzzer based on a combination of static and dynamic analysis was also 
constructed to target these components with the aim to achieve greater code 
coverage, e�ciency and to allow attacks on other privileged components within 
MacOS via IPC. 

Finally we will discuss the issues discovered by the fuzzers and highlight future 
improvements which could be made to the tooling going forward to increase coverage 
and e�ectiveness. Various tools used during the research will be released after the talk.

Alex is Head of Technical Research at MWR InfoSecurity in the UK. Alex is best known 
for mobile and embedded vulnerability research and exploitation. Alex has previously 
presented at Deepsec, TROOPERS16, BlueHat, T2.Fi, Confidence, 44con and SyScan.

James Loureiro is a senior researcher at MWR InfoSecurity, and has interests in 
vulnerability research and reverse engineering. James has previously presented on 
Windows Kernel fuzzing at DefCon in 2016 and on Adobe Reader in 2015.



Gabriel Ryan:
The Black Art of Wireless Post-Exploitation: Bypassing Port-Based 
Access Controls Using Indirect Wireless Pivots

Most forms of WPA2-EAP have been broken for nearly a decade. EAP-TTLS and 
EAP-PEAP have long been susceptible to evil twin attacks, yet most enterprise 
organizations still rely on these technologies to secure their wireless infrastructure. The 
reason for this is that the secure alternative, EAP-TLS, is notoriously arduous to 
implement. To compensate for the weak perimeter security provided by EAP-TTLS and 
EAP-PEAP, many organizations use port based NAC appliances to prevent attackers from 
pivoting further into the network after the wireless has been breached. This solution is 
thought to provide an acceptable balance between security and accessibility.

The problem with this approach is that it assumes that EAP is exclusively a perimeter 
defence mechanism. In a wireless network, EAP plays a subtle and far more important 
role. WPA2-EAP is the means through which the integrity of a wireless network’s physical 
layer is protected. Port-based access control mechanisms rely on the assumption that 
the physical layer can be trusted. Just as NACs can be bypassed on a wired network if 
the attacker has physical access to the switch, they can also be bypassed in a wireless 
environment if the attacker can control the physical layer using rogue access point 
attacks.

In this presentation, we will apply this concept by presenting a novel type of rogue 
access point attack that can be used to bypass port-based access control mechanisms 
in wireless networks. In doing so, we will challenge the assumption that reactive 
approaches to wireless security are an acceptable alternative to strong physical layer 
protections such as WPA2-EAP using EAP-TLS.

Gabriel Ryan (Twitter: @s0lst1c3) is a penetration tester and 
researcher with a passion for wireless and infrastructure testing. 
His career began as a systems programmer at Rutgers University, 
where he assessed, diagnosed, and resolved system and 
application issues for a user community of over 70,000 faculty, 
students, and sta�. Gabriel then went on to work as a penetration 
tester and researcher for the Virginia-based defence contractor 
OGSystems. While at OGSystems, he worked as a lead engineer 
on the Mosquito project, a geospatial intelligence tool that 
leverages wireless technology to track potential threats. 

Gabriel currently works for the international security consulting firm Gotham Digital 
Science at their New York o�ce, where he performs full scope red team penetration 
tests for a diverse range of clients. He also contributes heavily to his company's research 
division, GDS Labs. Some of his most recent work includes a whitepaper on rogue 
access point detection, along with the popular tool Eaphammer, which is used for 
breaching WPA2-EAP networks. On the side, he serves as a member of the BSides Las 
Vegas senior sta�, coordinating wireless security for the event. In his spare time, he 
enjoys live music, exploring the outdoors, and riding motorcycles.
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Klaus Schmeh:
Breaking Historical Ciphers with Modern Algorithms

Many old encryption methods are still hard to break today. For instance, cryptanalyzing 
a Turning Grill (a cipher device already known in the 18th century) is far from trivial. 
Many other encryption methods of historical importance can nowadays be broken, for 
instance Enigma messages from WW2, ADFGVX ciphertexts from WW1, bigram 
substitutions, cipher slide messages, and double column transpositions.

This presentation will introduce a number of non-trivial ciphers that played an 
important role in history and explain how they can be broken with modern means. This 
will be demonstrated with original ciphertexts from past centuries, some of which were 
deciphered only recently. A number of interesting improvements in this area have been 
developed in recent years. Research is still going on.

In spite of all these e�orts, there are still surprisingly many historical encryption 
methods (and original ciphertexts) that are unbroken to date. Among others, Enigma 
messages with less than 70 letters, double column transpositions with long key words, 
and numerous cold war ciphers still ba�e cryptanalysts. However, research goes on 
and we might see further improvements in the near future.

Klaus Schmeh is the world's leading blogger in the field of crypto history 
(www.schmeh.org). Klaus' blog has become the most important online forum for 
unsolved encryptions and historical ciphers. Even the NSA has forwarded to him 
inquiries concerning encrypted documents. Klaus' blog readers have proved extremely 
successful in breaking old cryptograms.

Klaus Schmeh has published 14 books, 200 articles, 700 blog posts and 20 research 
papers  about encryption technology, which makes him the 
most-published cryptology author in the world. While he writes his 
blog in English, most other of his publications are in German.

As his main profession of security consultant at the German 
company, cryptovision, Klaus utilizes his special skill in explaining 
complex technical topics, often using self-drawn cartoons and Lego 
brick models for visualization. 

Having spent many years in Brisbane, Australia, behind the 
machines in a few of its most renowned co�ee hangouts; 

Harvey's (under chef PJ McMillan), Au Cirque and The Little Larder, 
it became quickly apparent after moving to London, that the city 
was crying out for the simple things in life, like a good flat white.

Our Raison d'être is simple – to provide the London public with 
the quality and standards associated with Australian co�ee culture.
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Yuriy Bulygin:
Checking BIOS protections o�ine with just the firmware updates

Vulnerabilities in system firmware allow adversaries to bypass almost any protection 
used in the operating system, virtual machine manager and other software. System 
firmware attacks bypass Secure Boot, software based full-disk encryption and 
virtualization-based security. Threats exploiting such vulnerabilities can extract secrets 
from operating system memory, subvert secure/trusted VMs and even hypervisors, 
install stealthy and persistent implants and even brick physical systems.

We’ve discovered a number of such vulnerabilities in the past and developed an open 
source framework to automate analysis. Despite these risks there are still many modern 
systems which do not protect their main BIOS/UEFI firmware. We decided to analyse 
thousands of UEFI firmware updates from multiple platform vendors and discovered 
hundreds of vulnerabilities, indicating that corresponding systems lack any basic 
firmware protections in ROM or signed firmware updates. We’ll present the process, 
findings and limitations of such o�ine analysis of vendor firmware update images.

Yuriy Bulygin (@c7zero) has been the chief threat researcher at 
Intel Security/McAfee and led the Advanced Threat Research 
team. Previously, Yuriy led the microprocessor vulnerability 
analysis team at Intel. Yuriy is the author of the open source 
CHIPSEC framework.
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Nelson Murilo:
Chkrootkit: Eating APTs for breakfast since 1997

Chkrootkit will be 20 years old in 2017! 

The first chkrootkit release was 1997 and it was written by Klaus (CERT.br team) and the 
presenter. Chkrootkit is a suite of POSIX shell scripts and some tools written in ANSI C, 
and runs like a charm in virtually all Unix environment without dependencies. It can 
detect several rootkits, malicious activity (some APTs included) and can do post 
mortem forensic analysis to detect kernel module activities and related indicators of 
compromise.  This tool currently detects ~70 known Rootkits, Worms and many 
malicious activities. This talk will discuss the features and methods used to detect 
rootkits and malware in general, the limitations and potential options to improve it. 
Chkrootkit is an open source tool, so suggestions are ever welcome.  

Nelson Murilo has been working at Cyber Analyst since 1992. 
He is the author of some security books in Portuguese and a 
regular contributor of Brazilian Computer Emergency 
Response Team. Nelson is the author of open source security 
tools like: chkrootkit which locally checks for the presence of a 
rootkit and Beholder Linux Wireless IDS. Nelson is a regular 
speaker in Brazil and international conferences such as Defcon, 
Thotcon, SAS Kaspersky, Ekoparty, MS Bluehat and Auscert.

At Amazon, we are obsessed with customer 
trust. Information Security maintains this by 
guarding the confidentiality and integrity of 
Amazon and customer data. We assess risk, 
classify data and systems, detect potential 
intrusion, and render useless the value of data 
that may be leaked.
 

Our teams span over 10 countries worldwide, and our focus areas include: security 
intelligence, application security, incident response, security operations, risk and 
compliance, acquisitions and subsidiaries, and external partner security. Our mission 
includes instilling awareness to safeguard all customer and employee data, applications, 
services, and assets. To accomplish this, we collaborate with Amazon organizations to 
build security best practices into enterprise wide systems. Our guidance and leadership 
equip our partners to maintain high security standards.
 
We’re hiring top security talent around the globe. Visit amazon.jobs/infosec today. Stop 
by to meet our team, register to win Amazon prizes, and join the fun!



14

Cedric Halbronn:
Cisco ASA Episode 2: Striking back - Internals and Mitigations

In 2016, two critical vulnerabilities were published that targeted Cisco ASA (Adaptive 
Security Appliance) firewalls. Even though the exploits for both are public, they are 
restricted to specific ASA versions and there is no public tool to understand how they 
work. This talk is about ASA internals, the reverse engineering involved and tools we 
have developed to better weaponize exploits.

In addition to covering previously unpublished details of Cisco ASA internals and how 
the exploit was generalised to apply to over 100 versions and made 100% reliable, the 

talk will cover a number of tailor-made tools developed to assist in 
the reverse engineering and exploit production. The tools will be 
released after the talk.

Cedric (@saidelike) has joined NCC Group in 2015 and has been 
doing reverse engineering / exploit development for 8+ years. His 
current interests are memory corruption bugs in browsers, kernels, 
mobile devices, embedded devices, etc.

Kevin Sheldrake:
Cracking HiTag2 Crypto - Weaponising Academic Attacks for 
Breaking and Entering

HiTag2 is an RFID technology operating at 125KHz.  It is distinguished from many others 
in the same field by its use of 2-way communications for authentication and its use of 
encryption to protect the data transmissions - the majority of RFID technologies at 
125KHz feature no authentication or encryption at all.  As a result it has been widely 
used to provide secure building access and has also been used as the technology that 
implements car immobilisers.

In 2012, academic researchers Roel Verdult, Flavio D. Garcia and Josep Balasch 
published the seminal paper, ‘Gone in 360 Seconds: Hijacking with Hitag2’ that 
presented three attacks on the encryption system used in HiTag2.  They implemented 
their attacks on the Proxmark 3 device (an RFID research and hacking tool) and gave 
several high-profile demonstrations, but didn’t release any of their code or tools.  Since 
then, the forums supporting Proxmark 3 and RFIDler (another RFID hacking tool) have 
received many requests for implementations of these attacks, but so far none have 
been forthcoming.

This talk covers implementation of all three attacks on RFIDler, supported by desktop 
computers.  The first attack uses a nonce replay to misuse the integrity protection of 
the comms in order to allow access to the readable RFID tag pages without needing to 



15

know the key.  The talk will cover how HiTag2 RFID works and will describe the first 
attack in detail plus the implementation challenges.  The attacks are weaponised and 
permit cloning of tags, which will be demonstrated.  

The tools used will be released after the talk.

There is a workshop accompanying this talk which builds on the material covered and 
goes into further detail on a number of attacks, “Cracking HiTag2 Crypto: A Detailed 
Look at the Academic Attacks”. Attending this talk is a pre-requisite for the workshop.

Kevin Sheldrake is a penetration tester who started working in the technical security 
field in 1997.

Over the years, Kev has been a developer and systems administrator of ‘secure’ 
systems, an infosec policy consultant, a penetration tester, a reverse engineer and an 
entrepreneur who founded and ran his own security consulting company. His current 
interests (4+ years) are IoT, crypto and RFID; he reverse engineers and hacks devices 
that his employer intends to sell. He has a Masters degree, is a Chartered Engineer and, 
in the past, has been a CHECK Team Leader, a CISSP and held CLAS. He privately 
mentors others on the Stanford and Maryland crypto courses available on 
coursera.org.

Kev has presented at EMF Camp, DEFCON 4420 and DEFCON 
441452 on hacking embedded devices (Inside our Toys); presented on 
building debuggers for embedded devices at Securi-Tay (Phun with 
Ptrace()); and also presented a lengthy take down on the use of NLP 
in Social Engineering at DEFCON 4420 (Social Engineering LIES!). He 
has also presented regularly at his employer’s internal security 
conference, winning best talk in 2014 for ‘Embedded Nonsense’, a talk 
about hacking an IoT device and reversing its crypto, which he 
subsequently presented at Cyber Security Challenge.





This Year's Badge
This year we have a HIDIOT 1.0 badge from Raw Hex as our badge. If you came along last year 
you'll have a HIDIOT prototype PCB. A lot has happened since then and now you have a shiny 
44CON edition HIDIOT 1.0!

What is this thing I don't even

The HIDIOT is a bit like an Arduino, but you build it from the components up. It can be used to 
deliver arbitrary USB HID payloads and comes with two buttons for you to use. It's programmed 
using the Arduino IDE, and there's a full set of docs at https://docs.hidiot.com/.

We have a badge assembly area for you to get started, and there's a competition to win a £250 
Amazon gift card for the best project submitted to https://www.hackster.io/HIDIOT.

Getting Started

You can buy the parts needed to build the badge from the front desk. It's not that expensive, but 
costs more than buying the parts from the shop as the chips are all pre-flashed by hand.

Once you've got a bag of parts, make your way over to the assembly workshop area where you'll 
be able to put everything together. If the workshop area is busy you can visit the docs site at 
https://docs.hidiot.com/, where you can learn how to get the software up and running while you 
wait for a free soldering iron.

The Docs site also walks you through soldering a HIDIOT part by part, and has some links to 
videos on soldering in general. There's also some links to things to order from Amazon if you'd 
prefer to build your HIDIOT at home after the con.

Once you've built your HIDIOT and installed the software, it's time to get blinking! Start with the 
Developing on HIDIOT docs, and don't be scared to ask questions.

Got Questions?
* Build instructions:

https://docs.hidiot.com/building_a_hidiot/index/

* How to solder: 

https://docs.hidiot.com/building_a_hidiot/

how_to_solder_a_component/

* Installing the software:https://youtu.be/DDJB6gK5-OA

* YouTube Channel: goo.gl/DbnPvD

* Community support: 

https://www.reddit.com/r/hidiot/

* Spare parts/kits: https://www.rawhex.com/



Lars Haukli:
Hypervisor-Assisted Ring0 Debugging with radare2

Reverse engineering protected code operating in kernel mode can be challenging. 
More advanced protection mechanisms typically combine obfuscation or encryption 
with techniques that hinder dynamic analysis. Some code will not run at all when 
certain debugging features are enabled by the OS. radare2 is a comprehensive 
open-source framework for reverse engineering, that takes you to a magical world 
where control flow graphs of disassembled code are displayed in ASCII art. The 
framework combines a vast set of code analysis capabilities, which you can make use 
of in a variety of ways.

Enter the idea of connecting radare2 to a virtual machine, giving it direct access to 
guest physical memory. The intent is to debug Ring0 code running inside the guest, 
with the debugging mechanism operating exclusively on the 
host. This talk will cover the use of radare2 on a Linux host 
accessing a Windows VM.

Lars Haukli was falsely accused of infecting his neighbour's PC 
with a computer virus at the age of 12. For the past decade, he 
has been developing anti-malware technology to make 
amends for sins he never committed as a child. His current 
mission at Symantec is simple: Make the best sandbox the 
world has ever seen.
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Collin Mulliner:
Inside Android’s SafetyNet Attestation: What it can and can’t do 
lessons learned from a large scale deployment

There are many reasons for protecting your mobile applications against modification 
and tampering. Until recently you had to use third party tools or implemented your own 
app integrity checks and device rooting checks. Today you can use Android's SafetyNet 
Attestation infrastructure to ensure the integrity of your application and the user's 
device. Unfortunately, SafetyNet Attestation is not well documented by Google. 

This talk provides a deep dive into SafetyNet Attestation. We show what level of 
attestation SafetyNet provides and what it can’t do. The talk is based on the lessons 
learned from implementing SafetyNet Attestation for an app with a large install base. We 
turned SafetyNet upside down to find its flaws and shortcomings. This talk will provide 
you with everything you need to know about Android’s SafetyNet Attestation and will 
help you to implement and use it in your app.

Collin Mulliner is a security researcher and software engineer   
and spends most of his time working on mobile and smart 
phones. Collin is interested in vulnerability analysis and o�ensive 
security as he believes that in order to understand defence you 
first have to understand o�ense. Collin received a Ph.D. from the 
Technische Universitaet Berlin in 2011, and a M.S. and B.S. in 
computer science from UC Santa Barbara and FH-Darmstadt. 
Lately Collin switched his focus to the defensive side to work on 
mitigations and countermeasures. Collin co-authored The 
Android Hacker's Handbook.

Olivier Bilodeau:
Lessons Learned Hunting IoT Malware

Permeating the entire spectrum of computing devices, malware can be found 
anywhere code is executed. Embedded devices, of which many are a part of the 
Internet of Things (IoT), are no exception. With their proliferation, a new strain of 
malware and tactics have emerged. This presentation will discuss our lessons learned 
from reverse-engineering and hunting these threats. 

During our session, we will explain the di�culty in collecting malware samples and why 
operating honeypots is an absolute requirement. We will study some honeypot designs 
and will propose an IoT honeypot architecture comprising several components like full 
packet capture, a man-in-the-middle framework and an emulator.



The MidGARD platform 
MidGARD offers major security analytical capabilities by rethinking how we handle event data. 
SOC analysts working with MidGARD are seeing major increases in capability and reactive 
event handling. Backed up by monitoring and response capability from Falanx’s own SOC in the 
UK providing a dependable security enforcement layer.

Meets and exceeds the expectations of enterprise and Government enterprise and cloud ready 
networks whose risk appetite face ever exceeding compliance, regulatory and privacy needs.

Available also as an SME appliance in a smaller form factor, the MicroSOC, offering same 
world class features in an Enterprise ready rackable unit . Prices available on application.

Why MidGARD?
• Market-leading speed and scalability 

Built on big data foundations by security analysts, MidGARD is staggeringly quick and fully 
scalable whilst API friendly, offering major extensibility. 

• Cutting-edge technology 
With advanced capabilities built around machine learning, AI, and microservices, to help 
accelerate the process of identifying and responding to threats. React faster than ever before.

• Data enrichment engine 
The data enrichment engine in MidGARD allows analysts to enrich base level data with 
additional context, improving the value of information and therefore the intelligence that can 
be gleaned from it.

• Interactive ChatOps Speeds Reactive Capability 
MidGARD’s integration of ChatOps makes it easy for analysts to work together in one 
window to identify and respond to threats in real time, and share their intelligence with 
clients and colleagues.

• A dynamic match for malicious hackers 
MidGARD’s integration of emerging tech matches the sophisticated technologies adopted by 
malicious hackers, making for an infinitely scalable, dynamic and agile platform.

MidGARD – The platform 
redefining risk analysis offering 

world class remediation
MidGARD has been built to fully manage and 

detect cyber threats, providing analysts with the 
ability to investigate and intervene quicker and 

with more capability than ever before.

Built on a range of emerging technologies:

www.falanx.com

info@falanx.com

+44 (0)203 747 4651



Matt Wixey
See no evil, hear no evil: Hacking invisibly and silently with light 
and sound

Traditional techniques for C2 channels, exfiltration and exploitation are often frustrated 
by the growing sophistication and prevalence of security protections, monitoring 

solutions, and controls. Whilst all is definitely not lost from an attacker’s perspective – 
we constantly see examples of attackers creatively bypassing such protections – it is 
always beneficial to have more weapons in one’s arsenal, particularly when coming up 
against heavily-defended networks and highly-secured environments.

This talk presents and demonstrates a number of techniques and attacks which utilise 
light and/or sound, covering everything from C2 channels and exfiltration using light 
and near-ultrasonic sounds, to disabling and disrupting motion detectors; from a DIY 
laser microphone to sending a drone into the stratosphere; from trolling friends, to 
jamming speech, and demotivating malware analysts.

This talk not only provides attendees with a new suite of techniques and 
methodologies to consider when coming up against a well-defended target, 
particularly for on-site engagements, but also demonstrates – in a hopefully fun and 
practical way – how these techniques work, their pros and cons, and possible future 
developments. 

I also consider mitigation against some of these attacks, where applicable, and 
encourage defenders to consider how and why some of these attacks might work 
where traditional methods fail.

Matt currently works as a penetration tester and researcher 
in the Threat and Vulnerability Management (TVM) team at 
PwC, and leads the team’s research capability. Prior to 
joining PwC, he worked in law enforcement, leading a 
technical R&D team. His research interests include antivirus 
and sandbox technologies, exploit development, and RF 
security.
 

The MidGARD platform 
MidGARD offers major security analytical capabilities by rethinking how we handle event data. 
SOC analysts working with MidGARD are seeing major increases in capability and reactive 
event handling. Backed up by monitoring and response capability from Falanx’s own SOC in the 
UK providing a dependable security enforcement layer.

Meets and exceeds the expectations of enterprise and Government enterprise and cloud ready 
networks whose risk appetite face ever exceeding compliance, regulatory and privacy needs.

Available also as an SME appliance in a smaller form factor, the MicroSOC, offering same 
world class features in an Enterprise ready rackable unit . Prices available on application.

Why MidGARD?
• Market-leading speed and scalability 

Built on big data foundations by security analysts, MidGARD is staggeringly quick and fully 
scalable whilst API friendly, offering major extensibility. 

• Cutting-edge technology 
With advanced capabilities built around machine learning, AI, and microservices, to help 
accelerate the process of identifying and responding to threats. React faster than ever before.

• Data enrichment engine 
The data enrichment engine in MidGARD allows analysts to enrich base level data with 
additional context, improving the value of information and therefore the intelligence that can 
be gleaned from it.

• Interactive ChatOps Speeds Reactive Capability 
MidGARD’s integration of ChatOps makes it easy for analysts to work together in one 
window to identify and respond to threats in real time, and share their intelligence with 
clients and colleagues.

• A dynamic match for malicious hackers 
MidGARD’s integration of emerging tech matches the sophisticated technologies adopted by 
malicious hackers, making for an infinitely scalable, dynamic and agile platform.

MidGARD – The platform 
redefining risk analysis offering 

world class remediation
MidGARD has been built to fully manage and 

detect cyber threats, providing analysts with the 
ability to investigate and intervene quicker and 

with more capability than ever before.

Built on a range of emerging technologies:

www.falanx.com

info@falanx.com

+44 (0)203 747 4651



22

Additionally, reverse-engineering problems and practical solutions specific to 
embedded systems will be demonstrated. Finally, we will explore three real-world cases 
of embedded malware. First, Linux/Moose, a stealthy botnet who monetizes its 
activities by selling fraudulent followers on Instagram, Twitter, YouTube and other social 
networks. Second, a singular ELF binary of the MIPS architecture which serves as a 
dropper. Third, LizardSquad’s LizardStresser DDoS malware known as Linux/Gafgyt. 
Attendees will leave this session better equipped to hunt this next generation of 
malware using primarily open source tools.

Olivier Bilodeau is leading the Cybersecurity Research team 
at GoSecure. With more than 10 years of infosec experience, 
Olivier managed large networks and server farms, wrote 
open source network access control software and recently 
worked as a Malware Researcher. Passionate communicator, 
Olivier has spoken at several conferences like Defcon, 
Botconf, SecTor, Derbycon and many more. Invested in his 
community, he co-organizes MontréHack — a monthly 
workshop focused on applied information security through capture-the-flag challenges 
—, he is in charge of NorthSec’s training sessions and is hosting NorthSec’s Hacker 
Jeopardy. His primary research interests include reverse engineering tools, Linux 
and/or embedded malware and honeypots. To relax, he likes to participate in 
information security capture-the-flag competitions, work on various open source 
projects and brew his own beer.

Jess Frazelle:
Linux Containers Made of Steel

It is a well-known fact that today Linux containers do not "contain." This talk will cover 
the steps we have taken and can take in order to change the scepticism surrounding 
containers. This talk will cover active developments in the Linux kernel that are being 
worked on to get to this goal. It will go in depth into the design decisions of other similar 
technologies, such as Solaris Zones, VT-D, and VT-X, and how they can be applied to 
the primitives in Linux to reach a state of real "contained" sandboxes.

Jess Frazelle is a Software Engineer at Google. She has 
been a maintainer of Docker, contributor to RunC, 
Kubernetes and Golang as well as other projects. She loves 
all things involving Linux namespaces and cgroups and is 
probably most well-known for running desktop applications 
in containers. She maintained the AppArmor, Seccomp, and 
SELinux bits in Docker and is quite familiar with locking 
down containers.
 

Matt Wixey
See no evil, hear no evil: Hacking invisibly and silently with light 
and sound

Traditional techniques for C2 channels, exfiltration and exploitation are often frustrated 
by the growing sophistication and prevalence of security protections, monitoring 

solutions, and controls. Whilst all is definitely not lost from an attacker’s perspective – 
we constantly see examples of attackers creatively bypassing such protections – it is 
always beneficial to have more weapons in one’s arsenal, particularly when coming up 
against heavily-defended networks and highly-secured environments.

This talk presents and demonstrates a number of techniques and attacks which utilise 
light and/or sound, covering everything from C2 channels and exfiltration using light 
and near-ultrasonic sounds, to disabling and disrupting motion detectors; from a DIY 
laser microphone to sending a drone into the stratosphere; from trolling friends, to 
jamming speech, and demotivating malware analysts.

This talk not only provides attendees with a new suite of techniques and 
methodologies to consider when coming up against a well-defended target, 
particularly for on-site engagements, but also demonstrates – in a hopefully fun and 
practical way – how these techniques work, their pros and cons, and possible future 
developments. 

I also consider mitigation against some of these attacks, where applicable, and 
encourage defenders to consider how and why some of these attacks might work 
where traditional methods fail.

Matt currently works as a penetration tester and researcher 
in the Threat and Vulnerability Management (TVM) team at 
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William Knowles:
Persisting with Microsoft O�ce: Abusing Extensibility Options

One software product that red teamers will almost certainly find on any compromised 
workstation is Microsoft O�ce. This talk will discuss the ways that native functionality 
within O�ce can be abused to obtain persistence. 

A wide range of techniques for abusing various add-in mechanisms will be covered. 
Each persistence mechanism will be discussed in terms of its relative advantages and 
disadvantages for red teamers. In particular, with regards to their complexity to deploy, 
privilege requirements, and applicability to Virtual Desktop Infrastructure (VDI) 
environments which hinder the use of many traditional persistence mechanisms.

The talk will finish with approaches to detection and prevention of these persistence 
mechanisms.

William Knowles is a Security Consultant at MWR InfoSecurity. 
He is primarily involved in purple team activities, which involves 
objective-based testing to simulate real-world threats, and 
helping organisations to identify e�ective defences to protect 
and detect against them. Prior to joining the industry and 
getting a real job, he completed a PhD in Computer Science at 
Lancaster University. His research interests include 
post-exploitation activities and o�ensive PowerShell.
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Nikhil Mittal:
Red Team Revenge: Attacking Microsoft ATA

Microsoft Advanced Threat Analytics (ATA) is a defence platform which reads 
information from multiple sources like tra�c for certain protocols to the Domain 
Controller, Windows Event Logs and SIEM events. The information collected is used to 
detect Reconnaissance, Credentials replay, Lateral movement, Persistence attacks etc. 
Well known attacks like Pass-the-Hash, Pass-the-Ticket, Overpass-the-Hash, Golden 
Ticket, Directory services replication, Brute-force, Skeleton key etc. can be detected 
using ATA. Whenever communication to a Domain Controller is performed using 
protocols like Kerberos, NTLM, RPC, DNS, LDAP etc., ATA will parse that tra�c for 
gathering information about not only possible attacks but user behaviour as well. It 
slowly builds an organizational graph and can detect deviations from normal 
behaviour. 

This talk focuses on identifying and attacking ATA installations. Can ATA be attacked to 
suppress alerts? How noisy is it to attack ATA? How can alerts related to a particular 
identity (user and computer) be exempted? How can ATA be controlled and crippled 
remotely?

The talk will be full of live demonstrations.

Nikhil Mittal is a hacker, infosec researcher, speaker and enthusiast. His area of interest 
includes penetration testing, attack research, defence strategies and post exploitation 
research. He has 8+ years of experience in Penetration Testing for his clients which 
include many global corporate giants. He is also a member of Red teams of selected 
clients.

He specializes in assessing security risks at 
secure environments which require novel 
attack vectors and "out of the box" approach. 
He has worked extensively on using Human 
Interface Device in Penetration Tests and 
PowerShell for post exploitation. He is 
creator of Kautilya, a toolkit which makes it 
easy to use HIDs in penetration tests and 
Nishang, a post exploitation framework in 
PowerShell. 

In his spare time, Nikhil researches on new 
attack methodologies and updates his tools 
and frameworks. He blogs at 
http://www.labofapenetrationtester.com/
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Graham Sutherland
Secrets of The Motherboard (Shit My Chipset Says)

Modern motherboards are fairly daunting pieces of hardware. They're full of 
closed-source firmware, undocumented and obscure parts, incredibly complex 
components, and are developed by people with vast domain-specific knowledge. 
They're also full of exciting security-impacting technologies like IME, AMT, SMM, TPM, 
and UEFI. But, despite the apparent di�culty, what if we took a stab at trying to 
understand these devices and what security looks like at the bare-metal level? The real 
secret is that it's not as hard as it looks.

This talk runs through a list of weird and wonderful things I found while reading 
datasheets for Intel chipsets and other motherboard parts. Along the way we'll explore 
unusual functionality not intended for production use, features we can exploit to build 
more open platforms, potential security pitfalls in motherboard design, and the 
challenges faced by certain industries in attempting to secure 
hardware for reuse.

Graham is a pentester, electronics tinkerer, ex-developer, security 
researcher, reverse engineer, crypto enthusiast, promulgator of 
useless facts, vehement drunkard, and bacon aficionado. Can 
often be found scurrying towards a bar. One of his shoes is 
probably sentient.
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The Information Security Group at Royal Holloway, University 
of London, is a world-leading interdisciplinary research group 
dedicated to research and education in the area of information 
(cyber) security.

We have more than fifteen full-time academic faculty 
members, including a mix of computer scientists, 
mathematicians and social scientists. These are supported by 
several research assistants and a large number of research 

students, making us one of the largest academic information security teams in the world. 

We were formed in 1990 with the intent of providing an academic institution which understood and 
collaborated with government and industry in the area of information security. We continue to maintain 
close links with industry, through collaborations with security professionals, a strong history of consultancy, 
and an extensive international MSc and PhD alumni community.
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Marc Newlin & Matt Knight:
So You Want to Hack Radios

The Age of the Radio is upon us: wireless protocols are a dime a dozen thanks to the 
explosion of the Internet of Things. While proprietary wireless solutions may o�er 
performance benefits and cost savings over standards like 802.11 or Bluetooth, their 
security features are rarely well-exercised due to lack of access to these interfaces. The 
adoption of Software Defined Radio (SDR) by the security research community has 
helped shift this balance, however SDR remains a boutique skillset. Join us as we lift the 
veil on SDR and show that a PhD is not need to pwn the Internet of Things Radios.

This session o�ers a tutorial on how to apply Software Defined Radio, with an emphasis 
on the “Radio” part. Rather than glazing over RF basics, we will frame our entire 
discussion about reverse engineering wireless systems around digital radio 
fundamentals.

We begin with an o�ensively short crash course in digital signal processing and RF 
communication, covering just enough to be dangerous, before introducing a reverse 
engineering workflow that can be applied to any wireless system. We will show how to 
use this workflow to recover and inject packets from/into a variety of devices with 
proprietary modulations.

Attendees should expect to walk away with practical knowledge of how to apply SDR 
to examine proprietary wireless protocols. We will release GNU Radio flowgraph 
templates and shell scripts to get attendees started.

Marc Newlin is a wireless security researcher at Bastille, where he 
discovered the MouseJack and KeySni�er vulnerabilities. A 
glutton for challenging side projects, he competed solo in two 
DARPA challenges, placing third in the DARPA Shredder 
Challenge, and second in the first tournament of the DARPA 
Spectrum Challenge.

Founded in 1995, ESW Solutions has quickly become a major force in the 
Audio Visual industry – building on its first class reputation for customer 
service, quality and commitment. From a large multi room European 
conference to a small meeting we have the experience to make your event 
successful. We also produce live events for a wide range of clients, Awards 

Ceremonies, Talent Competitions, Festival Stages etc. www.eswav.com

ESW is also the home to Talking Slides a unique product that gets content 
presented at your conference online and ready to view in a simple, 
cost-e�ective and hassle-free manner. We attend your event and capture the 
presentations as they happen. However, the recording of your event is just the 
beginning. We take the high-definition presentation recordings and host them 
within our Talking Slides management system, complete with search facilities, 

registration options and even pay-per-view access. www.talkingslides.net
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Matt Knight is a software engineer and security researcher at 
Bastille, with a diverse background in hardware, software, and 
wireless security. In 2016, he exposed the internals of the 
closed-source LoRa PHY based on blind signal analysis. Matt holds 
a BE in Electrical Engineering from Dartmouth College.

David Mirza Ahmad
Subgraph OS: Hardening a Linux Desktop (tentative)

Subgraph OS is an operating system designed to provide a hardened Linux desktop 
resistant to network and malware attacks. 

Subgraph includes a hardened kernel, application sandboxing with per-application 
network rules, an application firewall and extensive security monitoring and alerting.
This presentation will outline the overall design and goals of the project and detail 
progress so far, including a detailed description of the sandboxing implementation.

David Mirza Ahmad is one of the founders of Subgraph and a 
Subgraph OS core developer. Prior to this he was the moderator 
of the Bugtraq mailing list, and was on the founding team of 
SecurityFocus. He was also a developer and maintainer of the 
Vega open source web security scanner. David works on 
low-level components of Subgraph OS: recently, this includes 
the seccomp-bpf wrapper for the sandbox, runtime profiler for 
policy generation, event monitor and notification system, TLS 
guard, and onion guard. David also manages the project and 
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CREST provides internationally recognised accreditation for organisations and individuals 
providing penetration testing, cyber incident response and threat intelligence services. 
All CREST Member Companies undergo regular and stringent assessment; while CREST 
qualified individuals have to pass rigorous examinations to demonstrate knowledge, skill 
and competence. CREST is governed by an elected Executive of experienced security 
professionals who also promote and develop awareness, ethics and standards within the 
cyber security market.

CREST also supports the industry by providing in-depth guidance material and commissioning 
detailed research projects. All CREST research is provided to the industry free of charge and is 
available from the CREST website.

Visit our website for more information on CREST membership and examinations, to find an 
accredited service provider or to download our research: www.crest-approved.org

Follow us on Twitter: @crestadvocate

CREST is the not-for-profit accreditation body that 
represents and supports the technical information 
security market.
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Workshops
Saumil Shah
ARM Assembly and Shellcode Basics

A two hour workshop on writing ARM Shellcode from scratch. This workshop will cover 
some simple ARM assembly, and then two shellcode examples: A simple execve() shell 
and a fully working Reverse Shell. The shellcode will be tested in an ARM QEMU 
Emulator as well as on actual ARM hardware.

Participants will be provided with ARM images running on QEMU for testing their 
shellcode. A shared Raspberry Pi-2 cluster will be made available for testing the 
shellcode on proper ARM hardware. Participants are encouraged to also bring their 
Raspberry Pi-2 devices to the workshop.

Saumil Shah (@therealsaumil), is the founder and CEO of Net-Square, providing cutting 
edge information security services to clients worldwide. Saumil is an internationally 
recognized conference speaker and instructor for over 18 years. He is also the 
co-developer of the wildly successful "Exploit Laboratory" 
courses and authored two books titled "Web Hacking: Attacks 
and Defense" and "The Anti-Virus Book".

Saumil holds an M.S. in Computer Science from Purdue 
University, USA and a B.E. in Computer Engineering from 
Gujarat University. He spends his leisure time playing Pacman, 
flying kites, traveling around the world and taking pictures.

Daniel Crowley
Breaking Crypto the Easy Way With FeatherDuster

While there is a very large and rich body of academic work in cryptography, there is a 
comparatively small body of work regarding practical cryptographic issues. While it's 
useful, possible, interesting, and even easy at times to apply 10 year old attacks to 
modern applications and systems, it doesn't make for a good thesis paper. There's also 
a general reluctance from application security folk to learn cryptography.

FeatherDuster is a tool which attempts to bridge the gap between cryptographers and 
application security professionals by making crypto review and exploitation as simple as 
possible, like Metasploit for crypto. In some cases, FeatherDuster can identify and 
exploit practical crypto flaws given nothing other than a series of encrypted messages.
This workshop will show attendees how to use FeatherDuster, from the easy-mode 
button that is FeatherDuster's autopwn feature, all the way to writing your own 
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Matt Wixey
See no evil, hear no evil: Hacking invisibly and silently with light 
and sound

Traditional techniques for C2 channels, exfiltration and exploitation are often frustrated 
by the growing sophistication and prevalence of security protections, monitoring 

solutions, and controls. Whilst all is definitely not lost from an attacker’s perspective – 
we constantly see examples of attackers creatively bypassing such protections – it is 
always beneficial to have more weapons in one’s arsenal, particularly when coming up 
against heavily-defended networks and highly-secured environments.

This talk presents and demonstrates a number of techniques and attacks which utilise 
light and/or sound, covering everything from C2 channels and exfiltration using light 
and near-ultrasonic sounds, to disabling and disrupting motion detectors; from a DIY 
laser microphone to sending a drone into the stratosphere; from trolling friends, to 
jamming speech, and demotivating malware analysts.

This talk not only provides attendees with a new suite of techniques and 
methodologies to consider when coming up against a well-defended target, 
particularly for on-site engagements, but also demonstrates – in a hopefully fun and 
practical way – how these techniques work, their pros and cons, and possible future 
developments. 

I also consider mitigation against some of these attacks, where applicable, and 
encourage defenders to consider how and why some of these attacks might work 
where traditional methods fail.

Matt currently works as a penetration tester and researcher 
in the Threat and Vulnerability Management (TVM) team at 
PwC, and leads the team’s research capability. Prior to 
joining PwC, he worked in law enforcement, leading a 
technical R&D team. His research interests include antivirus 
and sandbox technologies, exploit development, and RF 
security.
 

FeatherModules and Python scripts which leverage FeatherDuster's cryptanalysis 
module, Cryptanalib.

Daniel Crowley is a Senior Security Engineer and Regional Research Director for NCC 
Group Austin, tasked with finding and exploiting flaws in everything from Web 
applications and cryptosystems to ATMs, smart homes, and industrial control systems. 
He denies all allegations of unicorn smuggling and questions your character for even 
suggesting it. He has been working in information security since 2004. Daniel is TIME’s 
2006 Person of the Year. 

He has developed and released various free security tools such as MCIR, a powerful 
Web application exploitation training and research platform, and FeatherDuster, an 
automated modular cryptanalysis tool. He does his own charcuterie and brews his 
own beer. 

He is a frequent speaker at conferences including Black Hat, 
DEFCON, Shmoocon, Chaos Communications Camp, and 
SOURCE. Daniel can open a door lock with his computer but 
still can’t launch ICBMs by whistling into a phone. He has 
been interviewed by various print and television media 
including Forbes, CNN, and the Wall Street Journal. He holds 
the noble title of Baron in the micronation of Sealand. His 
work has been included in books and college courses.

Olivier Bilodeau
Capture-The-Flag 101 

This workshop is a deep-dive into Capture-The-Flag (CTF) competitions for CTF first 
timers. It will introduce CTFs and then assist both teams and individuals prepare for 
them and evolve their applied cybersecurity skills in the process.

The workshop will have various levels (easy, medium, hard) of CTF challenges in several 
categories (binaries, Web, crypto) and hints and solutions will be provided during the 
workshop.

Olivier Bilodeau is leading the Cybersecurity Research 
team at GoSecure. With more than 10 years of infosec 
experience, Olivier managed large networks and server 
farms, wrote open source network access control 
software and recently worked as a Malware Researcher. 
Passionate communicator, Olivier has spoken at several 
conferences like Defcon, Botconf, SecTor, Derbycon and 
many more. Invested in his community, he coorganizes 
MontréHack ( a monthly workshop focused on applied 
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information security through capture-the-flag challenges). He is in charge of 
NorthSec’s training sessions and is hosting NorthSec’s Hacker Jeopardy. His primary 
research interests include reverse engineering tools, Linux and/or embedded malware 
and honeypots. To relax, he likes to participate in information security capture-the-flag 
competitions, work on various opensource projects and brew his own beer.

Kevin Sheldrake
Cracking HiTag2 Crypto: A Detailed Look at the Academic Attacks

NOTE: The corresponding talk “Cracking HiTag2 Crypto - Weaponising Academic 
Attacks for Breaking and Entering” is a pre-requisite for this workshop. You must 
attend the talk if you plan to attend the workshop.

HiTag2 is an RFID technology operating at 125KHz.  It is distinguished from many others 
in the same field by its use of 2-way communications for authentication and its use of 
encryption to protect the data transmissions - the majority of RFID technologies at 
125KHz feature no authentication or encryption at all.  As a result it has been widely 
used to provide secure building access and has also been used as the technology that 
implements car immobilisers.

In 2012, academic researchers Roel Verdult, Flavio D. Garcia and Josep Balasch 
published the seminal paper, ‘Gone in 360 Seconds: Hijacking with Hitag2’ that 
presented three attacks on the encryption system used in HiTag2.  They implemented 
their attacks on the Proxmark 3 device (an RFID research and hacking tool) and gave 
several high-profile demonstrations, but didn’t release any of their code or tools.  Since 
then, the forums supporting Proxmark 3 and RFIDler (another RFID hacking tool) have 
received many requests for implementations of these attacks, but so far none have 
been forthcoming.

In this workshop I will explain how HiTag2 RFID works in detail, including the PRNG and 
the authentication and encryption protocols, and will present my own 
implementations of the attacks, written for RFIDler and supported by desktop 
computers.  The first attack uses a nonce replay to misuse the integrity protection of 
the comms in order to allow access to the readable RFID tag pages without needing to 
know the key.  The second and third attacks use time/memory trade-o� brute force 
and cryptanalytic attacks to recover the key, such that the contents of the 
read-protected pages can also be accessed.  The attacks are weaponised and permit 
cloning of tags, which I will demonstrate. All tools will be publicly released.

Kevin Sheldrake is a penetration tester who started working in the technical security 
field in 1997.
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Over the years, Kev has been a developer and systems administrator of ‘secure’ 
systems, an infosec policy consultant, a penetration tester, a reverse engineer and an 
entrepreneur who founded and ran his own security consulting company. His current 
interests (4+ years) are IoT, crypto and RFID; he reverse engineers and hacks devices 
that his employer intends to sell. He has a Masters degree, is a Chartered Engineer and, 
in the past, has been a CHECK Team Leader, a CISSP and held CLAS. He privately 
mentors others on the Stanford and Maryland crypto courses available on 
coursera.org.

Kev has presented at EMF Camp, DEFCON 4420 and DEFCON 441452 on hacking 
embedded devices (Inside our Toys); presented on building 
debuggers for embedded devices at Securi-Tay (Phun with Ptrace()); 
and also presented a lengthy take down on the use of NLP in Social 
Engineering at DEFCON 4420 (Social Engineering LIES!). He has also 
presented regularly at his employer’s internal security conference, 
winning best talk in 2014 for ‘Embedded Nonsense’, a talk about 
hacking an IoT device and reversing its crypto, which he 
subsequently presented at Cyber Security Challenge.

Microsoft (Nasdaq "MSFT") is the worldwide leader in 

software, services, and solutions that help people and 

businesses realize their full potential.

Microsoft remains dedicated to software security and privacy 

and continues to collaborate with the community of people 

and technology organizations helping to protect customers 

and the broader ecosystem.
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Didier Stevens
Hands On Introduction To Software Defined Radio

Software Defined Radio is a fascinating playfield for hackers. But the learning curve is 
steep, and the SDR devices are expensive. This 2 hour hands on workshop introduces 
SDR via a gentle learning curve, and with cheap devices, so that everyone can 
participate. Operating SDRs via the open source software GNU Radio o�ers a wealth of 
possibilities, but it is hard for beginners to start with GNU Radio. You need a good grasp 
of the radio concepts to find your way through the software. SDR is quite di�erent from 
analogue radio, and for most attendees, even analogue radio is quite mysterious. As an 
electronics engineer and former CB radio operator, I have a good background in RF 
technology. With GNU Radio and GNU Radio Companion, I will guide the attendees 
through a set of exercises (specially designed for this workshop) intended to familiarize 
them with radio technology, SDR, GNU Radio and GNU Radio Companion. Each 
attendee brings his own laptop. Didier brings 20 cheap SDR devices (USB digital TV 
receivers RTL2832U) and a couple of more performant devices, like the HackRF One, a 
WiSpy, a handheld digital spectrum analyzer, … Attendees connect the RTL2832U to 
their laptop, we boot from a Live CD and we start doing simple 
exercises to understand SDR. Because of the limited number of 
devices (20 devices), the workshop is limited to 20 attendees. 
But attendees can bring their own RTL2832U.

Didier Stevens (Microsoft MVP, SANS ISC Handler, Wireshark 
Certified Network Analyst, CISSP, GSSPC, GCIA, GREM, MCSD 
.NET, MCSE/Security, MCITP Windows Server 2008, RHCT, 
CCNP Security, OSWP) is a Senior Security Analyst (NVISO). You 
can find his open source security tools on his IT security related 
blog at http://blog.DidierStevens.com.

Matt Knight & Marc Newlin
How to Hack Radios: Hands-On with RF Physical Layers 

This workshop o�ers an applied tutorial on how to apply Software Defined Radio, with 
an emphasis on the “Radio” part. Rather than glazing over RF basics, we will frame our 
entire discussion about reverse engineering wireless systems around digital radio 
fundamentals.

The workshop begins with an o�ensively short crash course in digital signal processing 
and RF communication, covering just enough to be dangerous, before introducing a 
reverse engineering workflow that can be applied to just about any IoT wireless system. 
The bulk of this session will demonstrate how this workflow can be applied to recover 
and inject packets from/into a variety of devices with proprietary modulations by 
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walking through it, live and in detail, with attendees actively contributing to 
reverse-engineered solutions and working along in parallel.

Attendees should expect to walk away with practical 
knowledge of how to apply SDR to examine and 
deconstruct proprietary wireless protocols. We encourage 
attendees to bring along their own SDR hardware, though 
we’ll provide a handful of RTL-SDRs and live USB images for 
those who lack equipment. Finally, we will release all GNU 
Radio flowgraph templates and shell scripts for further 
hacking and development.

Marc Newlin is a wireless security researcher at Bastille, 
where he discovered the MouseJack and KeySni�er 
vulnerabilities a�ecting wireless mice and keyboards. A 
glutton for challenging side projects, Marc competed solo 
in two DARPA challenges, placing third in the DARPA 
Shredder Challenge, and second in the first tournament of 
the DARPA Spectrum Challenge.

Matt Knight is a software engineer and applied security 
researcher at Bastille, with a background in hardware, 
software, and wireless security. Matt's research focuses on 
preventing exploitation of the myriad wireless networking technologies that connect 
embedded devices to the Internet of Things. Notably, in 2016 he exposed the internals 
of the closed-source LoRa PHY based on blind signal analysis. Matt holds a BE in 
Electrical Engineering from Dartmouth College.



35

James Forshaw
Introduction to Windows Logical Privilege Escalation

This 2hr workshop will go through an introduction to finding and exploiting logical 
privilege escalation vulnerabilities on Windows. More and more code running on 
Windows is done inside sandboxes or as non-administrators. This makes privilege 
escalation more important than ever. Memory corruptions are a common way of 
gaining higher privileges but Windows has been introducing more mitigations making 
exploitation harder.  Logical vulnerabilities on the other hand are typically not a�ected 
by mitigations such as ASLR or DEP, but they’re generally more di�cult to find. As an 
added complication they cannot be easily discovered through typical fuzzing 
approaches. 

The workshop will cover Windows sandboxes of various types, an analysis of the attack 
surface including COM, device drivers, file/registry vulnerabilities and token 
vulnerabilities, details of UAC and its vulnerabilities, and working examples based on 
previous research.

Attendees are welcome to participate through the workshop by having access to a 
Windows 10 32 bit VM installation. Access to all tools and examples demonstrated on 
the day will be provided.

James is a security researcher in Google’s Project 
Zero. He has been involved with computer 
hardware and software security for over 10 years 
looking at a range of di�erent platforms and 
applications. With a great interest in logical 
vulnerabilities he’s been listed as the #1 
researcher for MSRC, as well as being a 
Pwn2Own and Microsoft Mitigation Bypass 
bounty winner. He has spoken at a number of 
security conferences including Black Hat USA, 
CanSecWest, Bluehat, HITB, and Infiltrate
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Amanda Rousseau (@malwareunicorn)
Reverse Engineering Windows Malware 101

Reverse engineering already sounds like black magic, when in reality it’s just lots of 
practice and strong foundations in computer science concepts. You might not always 
remember what you learned in computer science classes or understood it enough to 
actually apply it to the real world. The best way to learn is by getting hands-on practice. 
In this workshop, the main take away is learning how to set analysis goals. By using 
tools and computer science concepts you can work step by step to those analysis 
goals. 

This workshop provides the fundamentals of reversing engineering (RE) Windows 
malware using a hands-on experience with RE tools and techniques. Attendees will be 
introduced to RE terms and processes, followed by creating a basic x86 assembly 
program, and reviewing RE tools and malware techniques. The workshop will conclude 
by attendees performing hands-on malware analysis that consists of Triage, Static, and 
Dynamic analysis.

Attendees will need a basic understanding of programming C/C++, Python, or Java 
and should bring a laptop with an OS that supports VirtualBox, and wifi connection. A 
virtual machine and tools will be provided

Amanda absolutely loves malware. She works as a Senior Malware Researcher at 
Endgame on the threat research team focusing in dynamic behaviour detection both 
on Windows and OSX platforms. Prior to Endgame, she worked as a malware 
researcher at FireEye, malware reverse engineer in commercial DFIR, and malware 
reverse engineer in the U.S. Department of Defense
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Ruben Boonen (@FuzzySec)
UAC 0day, all day! 

This workshop is available to attendees of all levels, however, a basic familiarity with 
Process Monitor and the Windows API are recommended. The workshop will provide 
the required knowledge to find, analyze and exploit process workflows which allow an 
attacker to elevate their privileges from Medium to High integrity. The workshop is 
divided into the following sections.

•Auto-Elevation:
  o Identifying auto-elevating processes
 o Analyzing process workflows
 o Finding UAC bypass targets

• Elevated File Operations:
 o Using the IFileOperation COM object
 o Tricking the Process Status API (PSAPI)

• Getting UAC 0day (Pre RS2):
 o Analysis of known UAC bypasses
 o Understanding the Windows Side-By-Side Assembly + Creating proxy DLL's
 o Using the Bypass-UAC framework
 (https://github.com/FuzzySecurity/PowerShell-Suite/tree/master/Bypass-UAC) + Dropping 0day(s)!

• Looking forward:
 o Triaging Windows 10 Redstone 2
 o Leaving IFileOperation behind
 o COM objects & Fileless elevation

The workshop has intense hands-on labs where attendees will put the theory into 
practice. After attending you will immediately be able to apply this knowledge in the 
field. The next time someone tells you the default UAC settings are su�cient you will 
be able to set them straight!

Ruben Boonen (@FuzzySec), has been working in InfoSec since 2012. He has a 
well-rounded skill set, having taken on many application, infrastructure and bespoke 
engagements, but has however developed a special interest for Windows: Domain 
hacking, exploit development, client-side attacks, restricted environments, privilege 
escalation, persistence, post-exploitation and PowerShell!

He loves breaking stu� but it is equally important to me to share that knowledge with 
the wider community. He has previously been a trainer at Black Hat, Def Con and 
various BSides events in the UK. Additionally, he maintains an InfoSec blog 
(http://www.fuzzysecurity.com/) where he publishes research on a variety of topics!



Some Kind Words From Past Attendees!
Highly enjoyable - first conference of this kind that I have attended, will try to come 

again

Registration on day one was easy and fast and sta� were friendly

I loved the 3PM Gin O'Clock last year. Having it later makes it seem like the grownups 
got involved and said we had to wait.

Having paid for 44CON myself I am really glad that I did. I'd pay that amount again 
and hope to be back next year!. 

You guys! What a great conference! The crew is exceptional, so friendly and 
responsive. I really liked that in addition to your talks & workshops you encouraged 

socialising. Also (I feel compelled to say) 44CON is an especially friendly conference 
for women. Congrats!

First conf I have attended, very impressed, will definitely be back next year
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Thank You!
44CON happens because of the hard work and e�ort of a bunch of organisers, crew 
and supporters. We can't list everyone who helped it happen on one page, but there 
are some out there that we feel it'd be wrong if we didn't thank in the event 
programme. If you're not on the event list, and think you should be then go and ask 
Adrian for a beer token.

44CON Thanks
Thanks to all of the crew for doing an amazing job this year. You're all awesome.
In particular, thanks to Ian (wb!), Sam, Nathalie, Marizel, Aidan, Nik and Emma for 
working so hard on 44CON all year round. Without you guys this event would never 
happen.

Thanks to all of our sponsors, past and present. Without our sponsors we wouldn't be 
able to a�ord to run an event in London on this scale.

Special Con Greetz:
Deepsec, HITB crew, SyScan 360, Kiwicon (RIP), BSides London, MCR, Lisbon and 
Athens crews. The Steelcon guys (except Woody), Woody from Steelcon, Sam and 
Sherif from OWASP London. Keep it going louder guys!

Special Greetz to:
Our Lord and Saviour Saumil Shah. Joxean, K8emo, Russ Sevinsky and Mike Park, 
Marcus and Dom from MDSec, Viss, OJ Reeves, Snare, Dominic Spill, Jon Care, John 
Carroll and the Suggmeister.

FSCKs to:
44CON does not give fscks. Although if we did, we'd reserve one just for systemd.
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We look forward
to seeing you at...

44con@44con.com

12th - 14th September 2018


